
 

Wealth matters:  Beyond traditional: Investing in the security of everything                                1                           
Written by Simone Rouse & Jessica Davenport 

 

Beyond traditional: Investing in the security 
of everything  
The geopolitical landscape is rapidly evolving.  Rivalry among global powers is intensifying, cyberattacks are 
escalating, and critical supply chains are under strain.  As vulnerabilities emerge, the definition of national 
security is expanding — and with it, the scope of investment opportunities. 

At the ASIC Annual Forum on Tuesday, 12 November, ASIO Director-General of Security, Mike Burgess, 
warned Australia has entered an era of “strategic surprise and security fragility”, urging businesses to 
strengthen their digital infrastructure and prepare for disruption.  His message was clear: “The threats are 
foreseeable.  The vulnerabilities are knowable.  The risks are manageable” – but organisations must strategically prioritise 
security. 

National security is no longer the sole domain of the government or defence forces – the private sector is 
playing an increasingly important role as technology becomes vital to the new frontline.   

This Wealth matters article looks beyond traditional defence investments to discuss compelling themes 
arising from the security of everything.  It explores how private capital is mobilising to meet global security 
challenges, and highlights opportunities for investors over the long-term across:  
 

Cybersecurity & digital 
infrastructure 

Dual-use technologies Securing energy systems Critical minerals 

    

Many of the companies featured in this article are accessible directly or indirectly through Mutual Trust’s 
deeply researched investment offering including partnerships with leading global fund managers.  These span 
across asset classes such as venture capital, private credit, listed equities and infrastructure.   
 

The importance of resilience-related investment 

As the world becomes increasingly polarised, nations – including Australia – are reprioritising security.  
Global defence expenditure rose by almost 10% in 2024, reaching a record US$2.7 trillion (according 
to SIPRI) – the steepest annual increase since 1988, following the end of the Cold War.  We see no 
signs of this trend reversing. 
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In June 2025, NATO members committed to investing 5% of GDP to defence and security by 
2035, up from the previous 2% target set in 2014.  This includes: 

• 3.5% for traditional defence; and  

• 1.5% for broader resilience-related investments, such as cyber defence and critical 
infrastructure protection. 

As government allocations increase, private capital is flowing into parts of the sector.  Ultra-high-
net-worth individuals, Family Offices and leading financial institutions are increasingly allocating 
capital into resilience- related investments, particularly as the boundary between commercial 
technology and national security blurs.  

• JPMorgan Chase launched a US$1.5 trillion Security and Resiliency Initiative in October 2025 
with US$10 billion earmarked for direct equity and venture capital investments.  

• Porsche Automobil Holding – controlled by the Porsche-Piëch family – is anchoring a €500 
million venture fund focused on European defence technology.  

• The €1 billion NATO Innovation Fund, a multi-sovereign venture capital vehicle backed by 24 
NATO allies, is channelling public capital into private investment supporting dual-use 
technologies across sectors including AI, energy, and space.  

 

Technology, the new frontline 
National security is no longer limited to traditional defence.  It now includes the utilisation of 
advanced technology to ensure the protection of people, systems and infrastructure – both 
physical and digital. This includes artificial intelligence (AI), datacentres, cybersecurity, and dual-
use technologies.  

Technology has become the new frontline, and governments are increasingly relying on the 
private sector for advanced capabilities.  In July 2025, the Chief Digital and Artificial Intelligence 
Office (CDAO) announced partnerships with Google, xAI, Anthropic and OpenAI to advance the 
U.S. Department of Defence’s (DoD) AI capabilities.  Each company secured contracts of up to 
$200 million to deliver “advanced AI capabilities to address critical national security challenges”. 

Global Military Expenditure (1988 – 2024) – by region 

Source: SIPRI, April 2025 
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Digital infrastructure – building sovereign capacity   

Digital infrastructure is becoming as vital as roads and energy networks: by 2030, Australia’s demand 
for data centres is expected to double, requiring an additional 175 facilities nationwide.  Meanwhile, 
there is a growing need for sovereign, secure platforms that protect sensitive government data and 
advanced technologies. 

The Mutual Trust Australian equities team has a positive view on Infratil (IFT), the largest shareholder 
of CDC Data Centres (CDC).  As the leading provider of sovereign, secure data centre infrastructure 
in Australia and New Zealand, CDC hosts essential government workloads – including Defence, 
Medicare, and other agencies.  It ensures data sovereignty and compliance with the highest security 
standards.  CDC is rapidly expanding, and recently announced a $415 million, 200MW high-density 
campus planned in Perth, driven by AUKUS-related demand for AI and security capabilities.  

Cybersecurity – a strategic priority  

Cybersecurity has become a central issue shaping global security agendas.  Microsoft’s 2024 Digital 
Defence Report revealed that their customers face over 600 million cyberattacks daily, with 
ransomware attacks increasing nearly threefold year-on-year.  Australia is not immune – “we have 
seen hackers probing our [Australia’s] critical infrastructure.”  ASIO Director-General of Security, Mike 
Burgess, November 2025.  

However, cybersecurity is highly complex, demanding advanced technology, specialised expertise 
and significant capital.  While the government plays a vital role in safeguarding critical infrastructure, 
coordinating intelligence, and setting national standards, the private sector leads in technical 
capability.  Protecting Australia’s digital borders is a shared responsibility – with specialised 
companies working behind the scenes to protect our systems and infrastructure every day.  
 

 

Sekuro is a fast-growing Australian cybersecurity 
firm helping organisations take a “cyber-first” 
approach to protect their digital infrastructure.  
From startups to government agencies, Sekuro 
supports a range of organisations including 
Canva, Atlassian, Salesforce – even working with 
Australian Grand Prix Corporation, where cyber 
resilience is vital to ensure seamless operations 
of high-profile events.  Mutual Trust previously 
had exposure to Sekuro through our Australian 
private credit allocation, prior to its acquisition by 
Nasdaq-listed Insight Enterprises in October 
2025. 

 

Sydney-based, Kasada, is tackling the growing 
threat of malicious bots, which account for 
around 30% of internet traffic.  Its technology 
protects organisations from automated attacks 
such as credential stuffing, data scraping, and 
click fraud.  For example, Crocs (leading non-
athletic footwear brand) faced a surge in bot-
driven activity during product launches, with 
bots placing orders before sale items even 
went live.  By partnering with Kasada, Crocs 
can better protect customers and preserve 
margins.  Kasada secured funding from Mutual 
Trust’s venture capital partner Main Sequence 
Ventures. 
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Dual-use technologies – private sector leading innovation 

Historically, technological innovation – such as the Global Positioning System (GPS), radar systems 
and the foundation of the Internet – were pioneered by military institutions.  Today, the private 
sector is leading innovation, developing technologies for commercial use which also have defence 
applications – such as unmanned systems, AI supported surveillance, quantum sensing and secure 
communications.  Their versatility across dual applications expands the addressable market, 
reduces reliance on government budgets, and helps ease some ethical concerns for responsible 
investment – underpinning long-term investment appeal for private investors.    

AI-supported surveillance 

Through our U.S. private equity 
partnerships, Mutual Trust offers 
exposure to Anduril, a company 
pioneering AI-powered 
surveillance and intelligence 
technology for both commercial 
and defence applications.  Its 
flagship platform, Anduril Lattice, 
connects data from diverse 
sensors and systems to monitor 
and protect land, sea, and air 
environments, using AI to detect, 
track and classify objects in real 
time – highlighting any unusual activity.  While widely deployed for defence, Lattice also secures 
airports, power plants, and pipelines.  Anduril secured $1.5 billion in private funding in 2024, 
allowing the company to rapidly prototype and deploy innovative technologies, positioning itself as 
a leader in autonomous security.   

Navigation systems are increasingly vulnerable  

Secure communication and navigation systems are critical to national resilience and modern life.  
GPS is a cornerstone of navigation, underpinning countless everyday activities we often take for 
granted – from use in personal navigation apps, ride-sharing services, and fleet management for 
businesses.  

However, GPS is increasingly vulnerable, particularly in contested environments.  Jamming 
(broadcasting signals that interfere with satellite navigation), and spoofing (sending false signals to 
mislead receivers) are disrupting military operations and civilian infrastructure, posing risks to 
aviation, maritime transport, and supply chains.   

In 2023, a Qantas flight experienced GPS jamming off 
the WA coast as a warship passed below.  In 2025, a 
plane carrying Ursula von der Leyen, President of the 
European Commission was impacted by a spoofing 
attack, forcing pilots to revert to paper maps.  While 
these incidents are rare for commercial passengers, 
they highlight the growing reality of threats to aviation. 

To counter this, Advanced Navigation is developing 
alternative navigation systems that don’t rely solely on 
satellites.  It uses smart sensors that track movement 
and position – relying on motion detection, light-based technology, and quantum physics – 
delivering accurate positioning even in GPS-denied environments.  The company has secured over 
$100 million in funding from investors including Main Sequence Ventures. 
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       Strategic supply chains – securing critical minerals and energy systems 
Critical minerals – copper as our preferred exposure 

Supply of critical minerals (such as copper, lithium, cobalt and magnesium) is a national security 
imperative.  They underpin the technologies supporting modern life, economies and defence 
forces – from semiconductors and satellites to electric vehicles and advanced defence 
systems.  Yet, the global supply chain remains highly concentrated, with China dominating the 
processing of over 70% of key minerals.  

In October 2025, Australia and the U.S. signed a US$8.5 billion agreement to secure access to 
critical minerals.  Both governments pledged US$1 billion to be allocated within six months to 
fast-track mining and processing projects, aiming to reduce the reliance on China.    

Within critical minerals, our preferred exposure is copper, with Rio Tinto Ltd (RIO), BHP Limited 
(BHP), and Freeport-McMoRan Inc. (FCX) well positioned to benefit over the long-term.  We 
also see select opportunities across related industries, including supporting technology, 
infrastructure and mining services companies – our article Foresight: Of critical importance 
provides examples.  

Securing energy systems – “Energy security is national security”, Donald Trump, October 2025 

Energy is the backbone of modern society.  
Governments and investors are recognising the 
imperative to develop energy independence.  Key 
energy assets are increasingly viewed as critical 
infrastructure, which must be protected from cyber 
threats, geopolitical shocks and climate-related 
disruptions.  Cyberattacks on pipelines and grid 
infrastructure underscore the vulnerability of over-
reliance on centralised systems. 

Mutual Trust’s equity team maintains a positive view 
on U.S. energy security and carbon capture, as 
outlined in our article Foresight: The power of U.S. 
energy.  We believe the sector is under-owned and 
under-valued, with strong upside as energy resilience 
becomes a national security issue.  Our preferred 
international equities with exposure to this theme are 
Occidental Petroleum (OXY) and Exxon Mobil (XOM).  

Reframing a complex yet critical sector 
The definition of national security is expanding — and with it, the scope of innovative solutions 
supporting a more secure future.   

As technology becomes more advanced, governments alone can’t ensure the security of everything. 
Private capital and expertise are crucial, creating compelling long-term investment opportunities.   

What was once considered a niche or ethically complex sector is now being reframed.  Many 
investors are increasingly viewing some areas of defence-linked innovation – such as cybersecurity, 
energy resilience, critical infrastructure and supply chains — as aligned with responsible investment 
principles.   

Mutual Trust remains committed to sourcing innovative, high-quality investments which aim to 
generate attractive financial returns while solving for global challenges.  Many of the companies 
featured in this article are accessible directly or indirectly through Mutual Trust’s deeply researched 
investment offering, including partnerships with leading global fund managers.   

Please call or email your Mutual Trust Advisor for more details.  

In 2021, a ransomware attack on 
Colonial Pipeline, the largest refined 
petroleum pipeline in the U.S., forced a 
shut-down of its pipeline network, 
sparking fears of widespread fuel 
shortages and panic buying.  

 
 

 
 

https://www.mutualtrust.com.au/wp-content/uploads/2024/02/20240215_Wealth-matters_Foresight_Of-critical-importance-1.pdf
https://www.mutualtrust.com.au/wp-content/uploads/2024/04/WealthMatters_Power_Of_The_US_Energy-1.pdf
https://www.mutualtrust.com.au/wp-content/uploads/2024/04/WealthMatters_Power_Of_The_US_Energy-1.pdf
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